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Cyber Computer Security NETWORK AND INTERNET DEFENSE

• Introduction/Defense in Depth

• Using Perimeter Defenses

• Using ISA Server to Protect Perimeters

• Using ICF to Protect Clients

• Protecting Wireless Networks

• Protecting Communications by Using IPSec

AGENDA

❖ Agenda Pembahasan ke-6 dari 6 agenda Network and Internet Defense



Cyber Computer Security GOALS OF NETWORK SECURITY
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Komponen IP Sec yang akan dibahas dalam Goal of Network Security



Cyber Computer Security

• What is IP Security (IPSec)?

– A method to secure IP traffic

– Framework of open standards developed by the Internet 
Engineering Task Force (IETF)

• Why use IPSec?

– To ensure encrypted and authenticated communications at 
the IP layer

– To provide transport security that is independent of 
applications or application-layer protocols

OVERVIEW OF IPSEC

❖ Apa dan mengapa IPSec diperlukan dalam Network and Internet Defense



Cyber Computer Security

• Basic permit/block 
packet filtering

• Secure internal LAN 
communications

• Domain replication 
through firewalls

• VPN across untrusted 
media

IPSEC SCENARIOS

❖ Skenario IP Sec dalam Protecting Communications by Using IPSec



Cyber Computer Security

• Filters for allowed and blocked traffic

• No actual negotiation of IPSec security associations

• Overlapping filters—most specific match determines action

• Does not provide stateful filtering

• Must set "NoDefaultExempt = 1" to be secure

From IP To IP Protocol Src Port Dest Port Action

Any
My 

Internet IP
Any N/A N/A Block

Any
My 

Internet IP
TCP Any 80 Permit

IMPLEMENTING IPSEC PACKET FILTERING

❖ Skenario IP Sec dalam implementasi IPSec Filtering



Cyber Computer Security

• Spoofed IP packets containing queries or 
malicious content can still reach open 
ports through firewalls

• IPSec does not provide stateful 
inspection

• Many hacker tools use source ports 80, 
88, 135, and so on, to connect to any 
destination port

PACKET FILTERING IS NOT SUFFICIENT 
TO PROTECT SERVER

❖ Info terkait Protecting Communications by Using IPSec, bahwa Packet Filtering is not sufficient



Cyber Computer Security

• IP broadcast addresses
– Cannot secure to multiple receivers 

• Multicast addresses
– From 224.0.0.0 through 239.255.255.255

• Kerberos—UDP source or destination port 88

– Kerberos is a secure protocol, which the Internet Key Exchange (IKE) 
negotiation service may use for authentication of other computers in a 
domain

• IKE—UDP destination port 500
– Required to allow IKE to negotiate parameters for IPSec security

• Windows Server 2003 configures only IKE default exemption

TRAFFIC NOT FILTERED BY IPSEC

❖ Protecting Communications by Using IPSec  Traffic not Filtered 



Cyber Computer Security SECURE INTERNAL COMMUNICATIONS

• Use IPSec to provide mutual device authentication
– Use certificates or Kerberos
– Preshared key suitable for testing only

• Use Authentication Header (AH) to ensure packet 
integrity
– AH provides packet integrity
– AH does not encrypt, allowing for network intrusion detection

• Use Encapsulation Security Payload (ESP) to encrypt 
sensitive traffic
– ESP provides packet integrity and confidentiality
– Encryption prevents packet inspection

• Carefully plan which traffic should be secured

❖ Info terkait tentang Protecting Communications by Using IPSec, Secure Internal Communication



Cyber Computer Security IPSEC FOR DOMAIN REPLICATION 

• Use IPSec for replication through firewalls
– On each domain controller, create an IPSec policy to secure all 

traffic to the other domain controller’s IP address

• Use ESP 3DES for encryption
• Allow traffic through the firewall:

– UDP Port 500 (IKE)
– IP protocol 50 (ESP)

❖ Info terkait Protecting Communications by Using IP Sec For Domain Replication 



Cyber Computer Security VPN Across Untrusted Media

• Client VPN

– Use L2TP/IPSec

• Branch Office VPN

– Between Windows 2000 or Windows Server, running RRAS: Use 
L2TP/IPSec tunnel (easy to configure, appears as routable 
interface)

– To third-party gateway: Use L2TP/ISec or pure IPSec tunnel mode

– To Microsoft Windows NT® 4 RRAS Gateway: Use PPTP (IPSec not 
available)

❖ VPN Across dalam Protecting Communications by Using IPSec



Cyber Computer Security IPSEC PERFORMANCE

• IPSec processing has some performance impact

– IKE negotiation time—about 2–5 seconds initially

• 5 round trips

• Authentication—Kerberos or certificates

• Cryptographic key generation and encrypted messages

• Done once per 8 hours by default, settable

– Session rekey is fast—<1–2 seconds, 2 round trips, once per hour, settable

– Encryption of packets

• How to improve?

– Offloading NICs do IPSec almost at wire speed

– Using faster CPUs

❖ IP Sec Performance  dalam  Protecting Communications by Using IPSec



Cyber Computer Security BEST PRACTICES

• Plan your IPSec implementation carefully
• Choose between AH and ESP
• Use Group Policy to implement IPSec Policies
• Consider the use of IPSec NICs
• Never use Shared Key authentication outside your test lab
• Choose between certificates and Kerberos authentication
• Use care when requiring IPSec for communications with domain 

controllers and other infrastructure servers

❖ Best Practices Protecting Communications by Using IPSec



Cyber Computer Security PERIMETER AND INTERNAL DEFENSES

❖ Hal hal lain terkait dengan Perimeter and Internal Defense



Cyber Computer Security FOKUS 

❖ Fakus dalam Perimeter Network and Internet Defense



Cyber Computer Security BASIC FIREWALL CONCEPT

❖ Basic Firewall Concept  dalam Network and Internet Defense



Cyber Computer Security FIREWALL GOALS

❖ Penerapan Firewall dalam Network and Internet Defense



Cyber Computer Security TWO SEPARABLE TOPIC

❖ Bentuk Two Separable dalam lingkup Network and Internet Defense



Cyber Computer Security REVIEW : TCP PROTOCOL STACK

❖ TCP Protocol Stack, dasar kemampuan yang harus diketahui 



Cyber Computer Security REVIEW : DATA FORMATS

❖ Data Format dari TCP / IP



Cyber Computer Security SCREENING ROUTER FOR PACKET FILTERING

❖ Bagan Router  untuk Packet Filtering dalam Network and Internet Defense



Cyber Computer Security PACKET FILTERING

❖ Point penting dalam Packet Filtering



Cyber Computer Security PACKET FILTERING EXAMPLES

❖ Contoh Packet Filtering dalam Network and Internet Defense



Cyber Computer Security DESTINATION ADDRESS FORGERY

❖ Destination Address Forgery dalam Network and Internet Defense



Cyber Computer Security PORT NUMBERING

❖ Info tentang Port Numbering



Cyber Computer Security INBOUND SMTP 

❖ Bentuk dan bagan dari Inbound SMTP



Cyber Computer Security OUTBOUND SMTP

❖ Bentuk dan Bagan Outbound SMTP dalam Network and Internet Defense



Cyber Computer Security PACKET FILTERING

❖ Gambar dan pola Packet Filtering dalam Network and Internet Defense



Cyber Computer Security TELNET

❖ Gambar dan pola Telnet dalam implementasi secara menyeluruh Network and Internet Defense



Cyber Computer Security FTP

❖ Gambar dan pola Telnet dalam implementasi secara menyeluruh Network and Internet Defense



Cyber Computer Security NETWORK ADDRESS TRANSLATION

❖ Gambar dan pola Neteork Address Translation dalam Network and Internet Defense



Cyber Computer Security ADVANTAGES OF NAT

❖ NAT : dalam Advantages NAT



Cyber Computer Security NORMAL IP FRAGMENTATION

❖ Normal IP Fragmentation, IP – TCP dan DATA



Cyber Computer Security ABNORMAL FRAGMENTATION

❖ Abnormal Fragmentation – TCP – IP Data



Cyber Computer Security FRAGMENTATION ATTACK

❖ Fragmentation Attack dalam lingkup Network and Internet Defense



Cyber Computer Security PROXYING FIREWALL

❖ Proxing Firewall dalam lingkup Network and Internet Defense



Cyber Computer Security SCREENED HOST ARCHITECTURE

Host Arsitektur (Internet – Firewall – Host ) dalam lingkup Network and Internet Defense



Cyber Computer Security SCREENED SUBNET USING TWO  ROUTERS

❖ Subnet Using Two Routers – Network And Internet Defense



Cyber Computer Security DUAL HOMED HOST ARCHITECTURE

❖ Gambar sebuah Dual Homed Host Arsitektir – Network and Internet Defense



Cyber Computer Security FIREWALL WITH APPLICATION PROXIES

❖ Firewall with Apllication Proxies - Network and Internet Defense



Cyber Computer Security APPLICATION LEVEL PROXIES

❖ Application Level Proxies



Cyber Computer Security CONFIGURATION ISSUES

❖ Konfigurasi dalam lingkup Network and Internet Defense



Cyber Computer Security SOLSOFT

❖ Desain yang dihasilkan dengan menggunakan apliasi SOLSOF



Cyber Computer Security SECURITY

❖ Bidang Security dalam penerapan Perimeter Solusi 



Cyber Computer Security PROBLEMS WITH FIREWALLS

❖ Masalah yang harus siap diantisipasi 



Cyber Computer Security TRAFFIC SHAPING

❖ Traffic Shaping  dalam lingkup Network and Internet Defense



Cyber Computer Security TRAFFIC SHAPING FUNCTIONS

❖ Fragmentation Attack dalam lingkup Network and Internet Defense



Cyber Computer Security PACKET SHAPER CLASSIFICATION

❖ Packet Shaper Clasification dalam lingkup Network and Internet Defense



Cyber Computer Security PACKET SHAPPER CONTROL

❖ Contoh Packet Shapper Control  dalam lingkup Network and Internet Defense



Cyber Computer Security PACKET SHAPER REPORT : HTTP

❖ Contoh Packet Shapper Report  dalam lingkup Network and Internet Defense



Cyber Computer Security HOST AND IDS

❖ Info tentang Host dan IDS dalam lingkup Network and Internet Defense



Cyber Computer Security TRIPWIRE

❖ Informasi dan Penggunaan Tripware dalam lingkup Network and Internet Defense



Cyber Computer Security IS TRIPWIRE TOO LATE

❖ Type Attack on server Network and Internet Defense



Cyber Computer Security DETECT MODIFIED BINARY IN MEMORY

❖ Pendetksian dan Momidif Binary In Memorial dalam lingkup Network and Internet Defense



Cyber Computer Security EXAMPLE CODE AND AUTOMATION

❖ Penggunan “ Example Code  dan Autimation  dalam lingkup Network and Internet Defense



Cyber Computer Security GENERAL IDS

❖ Pengetahuan General tentang IDS : Intrusion Detection System



Cyber Computer Security ROOTKIT

❖ Contoh Rootkit, dalam lingkup Network and Internet Defense



Cyber Computer Security ROOTKIT COVERS ITS TRACKS

❖ Contoh Rootkit cover Its Tracks



Cyber Computer Security DETECTING ROOTKIT ON SYSTEM

❖ Deteksi rootkit on system dalam Network and Internet



Cyber Computer Security DETECTING NETWORK

❖ Pendetksian jaringan dalam lingkup Network and Internet Defense



Cyber Computer Security ANOMALY DETECTION

❖ Contoh Anomaty Detection dalam lingkup Network and Internet Defense



Cyber Computer Security ANOMALY – SYS CALL SEQUENCES

❖ Anomaly – Sys Call Sequensces dalam Network and Intenet



Cyber Computer Security DIFICULTIES IN INTRUSION DETECTION

❖ Dificutlties in Intrusion Detection am lingkup Network and Internet Defense



Cyber Computer Security STRATEGIC INTRUSION ASSESMENT

❖ Strategic Intrusions Assessment dalam lingkup Network and Internet Defense



Cyber Computer Security STRATEGIC INTRUSION ASSESMENT

❖ Strategic Intrusions Assessment dalam lingkup Network and Internet Defense



Cyber Computer Security TANYA JAWAB



Cyber Computer Security

• Hatur Nuhun
• Matur Nuwun

Terima Kasih

• Syukron

Merci bien

ありがとう
Obrigado

• Dank

• Thanks

• Matur se Kelangkong

• Kheili Mamnun

• ευχαριστίες

Danke

• Grazias

• 谢谢


