L
QE}S Information Security Acts: Payment Card
yber Computer Security
Industry Data Security Standard (PCI-DSS)

\

-
- The Payment Card Industry Data Security Standard (PCI DSS) is a proprietary information security standard for

organizations that handle cardholder information for the major debit, credit, prepaid, e-purse, ATM,
and POS cards.

J PCI DSS applies to all entities involved in payment card processing, including merchants, processors, acquirers,
issuers, and service providers, as well as all other entities that store, process, or transmit cardholder data.

 High-level overview of the PCI DSS requirements developed and maintained by the Payment Card Industry (PCI)
Security Standards Council.

PCI Data Security Standard - High Level Overview

Build and Maintain a Secure Network Implement Strong Access Control Measures

Protect Cardholder Data Regularly Monitor and Test Networks

Maintain a Vulnerability Management Program Maintain an Information Security Policy
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¢ Transaksi keuangan dengan menggunakan kartu sudah menjadi aktifitas sehari-hari
bagi semua orang, maka dari itu PCI Data Security Standar menjadi tolak ukur sistem

keamanan tingkat tinggi.




@ I Cyber Computer Security
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The Health Insurance

Portability and Accountability

Act, universally known as
HIPAA, deals with personal

health data, which is defined

as.

€ An individual’s past,

present, or future physical

or mental health or
condition

An individual’s provision of

health care

Past, present, or future
payment for provision of

health care to an individual

Information Security Acts: Health Insurance
Portability and Accountability Act (HIPAA)

The primary objective of the

security rule is to protect the
confidentiality, integrity, and
availability of data when it is
managed (i.e. stored,
maintained, or transmitted) by
a health care provider).

e

JALA
e 355

Health-care providers must
give notice of privacy policies
and procedures to patients,
obtain consent and
authorization for use of
information, and tell how
information is generally
shared, and how patients can
access, inspect, copy, and
amend their own medical
records.

\ =

% Health Insurance Portability and Accountability Act (HIPAA) adalah Hukum federal di Amerika
Serikat yang menciptakan standar nasional untuk melindungi privasi catatan medis pasien dan

informasi kesehatan pribadi lainnya.




@ Proses Pembentukan CISO

. Sarbanes—Oxley is a United States federal law that set new or enhanced standards for all
US public company boards, management, and public accounting firms.

o The rules and enforcement policies outlined by the SOX Act amend or supplement
existing legislation dealing with security regulations. o

& Section 302 L @ Section 404 &

r

2 A mandate that requires senior ® Arequirement that management
management to certify the accuracy and auditors establish internal
of the reported financial statement controls and reporting methods

CEOs and CFOs of accounting on the adequacy of those controls
companies’ clients must sign CEOs, CFOs, and auditors must

statements verifying the report on and attest to the
completeness and accuracy of effectiveness of internal controls

financial reports for financial reporting
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D

terhadap sejumlah skandal akuntansi perusahaan besar yang mengguncang saham nasional.
Sox membentuk PCAOB yang bertugas untuk mengawasi, mengatur, memeriksa, dan
mendisiplinkan kantor akuntan dalam peranan mereka sebagai auditor perusahaan publik.
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@ Information Security Acts: Gramm-
Leach-Bliley Act (GLBA

J The objective of the Gramm-Leach-Bliley Act was to ease the transfer of financial information ﬁ

between institutions and banks while making the rights of the individual through security
requirements more specific.

Key Points Include:

& Protecting consumers’ personal financial information /
held by financial institutions and their service / \

providers
® The officers and directors of the financial institution

shall be subject to, and personally liable for, a civil
penalty of not more than $10,000 for each violation

Although the penalty is small, it
is easy to see how it could

impact a bank
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s Gramm-Leach-Bliley Act adalah Hukum federal yang diberlakukan di Amerika Serikat untuk
mengontrol kesepakatan lembaga keuangan dengan informasi pribadi pelanggan.




Information Security Acts and Laws

. The Audit Investigation and =gy
R Community Enterprise Act 2005

|
The Human Rights Act 1998 6

The Data Protection Act 1998

Freedom of Information Act (FOIA) The Freedom of Information Act 2000

The Electronic Communications
. I Hicatt Computer Fraud and Abuse Act “
Privacy Act
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% Undang-undang dan Hukum keamanan informasi.




@ Cyber Computer Security

Penetration testing is a method of
actively evaluating the security of

an information system or network "

by simulating an attack from
a malicious source.

A penetration test will not
only point out vulnerabilities,
but will also document how
they can be exploited.
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Penetration Testing Methodology

Security measures are actively
analyzed for design weaknesses,
technical flaws, and
vulnerabilities.

The results are delivered
in a comprehensive report to
executive management and
technical audiences.

+ Penetration testing adalah metode aktif guna mengevaluasikan keamanan sistem informasi atau
jaringan dengan mensimulasikan serangan dari sumber yang berbahaya.
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M Cyber Computer Security

Why Penetration Testing?

Proactively identify the threats and
determine the probability of an attack on
information assets

A comprehensive pen test provides an
assurance that the organization is operating
within an acceptable limit of information
security risks

Help in determining feasibility of a set of
attack vectors and determine potential

business impact of a successful attack

Provide a comprehensive approach for
preparation steps that can be taken to
prevent upcoming exploitation

Ensure effective implementation of security
controls and a better Return on Investment

(ROI) on IT security

Achieve compliance to regulations and
industry standards (1SO/IEC 27001:2013,
PCI-DSS, HIPPA, FISMA, etc.)

Focus on high severity vulnerabilities
and emphasize application-level
security issues to development teams
and management

Evaluate the efficiency of network
security devices such as firewalls,
routers, and web servers

s Penetration Testing dapat mengidentifikasi ancaman dan menentukan probabilitas serangan terhadap
aset informasi.




Ny
ned penetration Test vs. Vulnerability Test

Penetration testing goes one step ahead of vulnerability testing:
vulnerability tests verify known vulnerabilities; penetration tests
adopt the concept of “defense in depth.”

As there are automated tools for vulnerability testing, there are
likewise automated penetration testing tools.

Penetration testing goes beyond testing for known vulnerabilities and
adopts innovative means of demonstrating where security fails in an

organization.
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s Penetration testing satu langkah diatas vulnerability testing yaitu Vulnerability test melakukan
verifikasi kerentanan yang dikenal; Penetration tests mengadopsi konsep pertahanan berlapis.
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M What Should be Tested?

Testing should be performed on all hardware Test should be carried out on any computer
and software components of a network system that is to be deployed in a hostile

security system. environment.

Testing should be done safely to exploit
6 e " P . Tests should evaluate defensive mechanisms,
system vulnerabilities, including OS, service, \
A as well as end users’ adherence to security
and application flaws. e
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+ Pengujian harus dilakukan pada semua komponen hardware dan software sistem keamanan
jaringan.




o '
1=i What Makes a Good Penetration
u Test?

- Establishing the parameters for the penetration test, such as objectives,
limitations, and the justification of procedures

© Hiring skilled and experienced professionals to perform the test

-

® Choosing a suitable set of tests that balance the cost and benefits

< Following a methodology with proper planning and documentation

<~ Documenting the result carefully and making it comprehensible for the client
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* Untuk melakukan Penetration Test yang baik meliputi; Objectives, Hiring Skilled, tests,
methodology, Documenting the result.




[
@ Scope of Penetration Testing
(Y &

/ Nondestructive Test \<-. Destructive Test

© Scans and identifies the remote ® Scans and identifies the remote
system for potential vulnerabilities system for potential
with proper care to avoid disruption vulnerabilities

Scans and identifies the remote © Itrelies on the actual
system for potential vulnerabilities exploitation of the vulnerabilities

It only provides a proof of concept of @ Attempts Denial-of-Service (DoS)
the exploits and Buffer Overflow attacks

Does not attempt a Denial-of-Service
(DoS) and Buffer Overflow attacks that
may result in disruption

=S
@ =

+» Jangkauan dari Penertration Testing yaitu Nondestructive Test dan Destructive Test
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>
@iy Blue Teaming/Red Teaming
f Blue Teaming \ r Red Teaming \

J Involves performing a penetration test
without the knowledge of the
organization's IT staff but with
permission from upper management

. Involves performing a
penetration test with the
knowledge and consent of the
organization's IT staff

J May be conducted with or without
warning

; : . _ _- 2 Proposed to detect network and
Primary ro.le is to think -about , system vulnerabilities and check
how surprise attacks might — : security from an attacker’s
occur perspective approach to network,

system, or information access
~ o
* '

¢ Penetration Test biasanya terbagi menjadi 2 Tim yaitu Blue Teaming dan Red Teaming

It is the least expensive and
most frequently used
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@ | croer computer securty Types of Penetration Testing

Grey-box

Black-box

¢ Combination of black-
box and white-box
penetration testing

Blind Testing

Double-Blind
Testing

..............
......

“

#"= Announced Testing -

*  Unannounced
Testing

101010 ' 8
D10%01 ' 1
101
—
-

Sumber: © Copyright by EC-Council

s Tipe-tipe Penetration Testing ada 3; Black-box, white-box dan grey-box.
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@ Black-box Penetration Testing

Black-box testing assumes that

the pen tester has no previous
nowledge of the infrastructure
0 be tested

Penetration test must be carried —
out after extensive information P“q This test simulates the process of
gathering and research i"ﬁ) real hacking and gathers publicly

available information such as
domain and IP address

It takes a considerable amount of
time allocated for the project on

discovering the nature of the R
infrastructure, and how it connects ‘ It is time consuming and expensive
:

and interrelates

&
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¢ Pengujian dengan tipe black-box yaitu Mengasumsikan si pen tester (penguiji) tidak
memiliki pengetahuan sebelumnya mengenai infrastruktur yang akan diuji, Pentester

hanya mengetahui nama perusahaan saja.




-
@ Black-box Penetration Testing (Lanjutan)

Blind Testing

’

J Simulates the methodologies of a real Few people in the nrgfanlzatlnn a.re
aware of the penetration test being

hacker conducted

J Limited or no information is provided

to the penetration testing team Involves testing an organization’s

security monitoring, incident
identification, and response

2 Time-consuming and expensive
procedures

process
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*» Pada pengujian black-box kita biasanya ada 2 tipe pengujian lagi yaitu Blind Testing
dan Double-blind Testing.
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M White-box Penetration Testing

2 You will be given complete knowledge of the infrastructure to be tested.

.\p |
= .
- Il\n/ﬁ(ﬁl

—

) This test simulates the process of a company’s employees.

You will be provided information such as:

Company infrastructure

Network type
9

Current security implementations
ﬁ.&n
D

@

*» Pada tipe pengujian White-box Penetration Testing; Pentesters diberikan pengetahuan
yang lengkap mengenai infrastruktur yang akan diuji.

IP address/firewall/IDS details
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Company policies do’s and don’ts




@ White-box Penetration Testing

Attempts to compromise - Attempt to compromise
systems on a client network, with systems on the client
the full cooperation and - networks without the

knowledge of IT staff ) ; knowledge of IT security

Examines the existing security personnel

infrastructure for possible = Only upper management is
vulnerabilities aware of these tests

Involves the client organization’s - Examines the security
security staff and the infrastructure and
penetration testing team J responsiveness of IT staff -
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*» Pada pengujian white-box kita biasanya ada 2 tipe pengujian lagi yaitu Announced
Testing dan Unannounced Testing.
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@ Grey-box Penetration Testing

the tester usually has a limited

ant and testing internally

Tests applications for all vulnerabilities, which a
r might find and exploit

netration tester starts a
systems and finds that a
| to conduct a thorough
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s Pada Pengujian menggunakan grey-box, pentester biasanya mendapatkan Informasi
yang terbatas, melakukan pengujian keamanan dan pengjujian secara internal.
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Penetration Testing Strategies:
External Penetration Testings

External penetration testing is a traditional approach
where a penetration tester audit a target from
outside of its organizational perimeter

It can be performed with either no prior knowledge
(black box) or with a complete knowledge
(crystal/white box) of the target of evaluation

It involves a comprehensive analysis of publicly
available information to identify and exploit
vulnerabilities in:

Publicly visible web servers
DNS servers

Mail servers

Firewalls

Routers

s Eksternal Penetration Testing yaitu Pendekatan secara tradisional dimana seorang
Pentester mengaudit sasaran dari luar perimeter organisasi tersebut.




Internal Penetration Testing

g
@ Penetration Testing Strategies:

Testing is a more comprehensive assessment approach
where a penetration tester audits a target from inside
\' of the organizational perimeter.

Similar to external pen testing, it can also be a black
box or white box testing.

| Auditors have full or restricted access to internal
| recourses (nodes, DMZs, routers/switches, etc.).
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** Internal Penetration Testing yaitu Pendekatan secara komprehensif dimana seorang
Pentester mengaudit sasaran dari dalam perimeter organisasi tersebut.




>
@ Penetration Testing Process

Performing the ' Reporting and
Penetration Test Delivering Results

The extent of testing ® Involves gathering all the = Listing the vulnerabilities
information significant to

What will be tested security vulnerabilities Categorizing risks as high,

medium, or low
From where it will be Involves testing the
tested targeted environment,
such as network
configuration, topology,
hardware, and software

= =

Recommending repairs, if
vulnerabilities are found
By whom it will be tested
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* Proses PenTest meliputi; mendefinisikan lingkup, melakukan PenTest, pelaporan dan
memberikan hasil.




y
@iy Penetration Testing Phases

Pre-Attack Phase Attack Phase Post-Attack Phase

Planning and preparation Penetrating perimeter Reporting
Methodology designing Acquiring target Clean-up

Escalating privileges

Network information Artifact destruction

gathering Execution, implantation,
retracting

_—

%E{ )
[l

*» Fase-fase PenTest meliputi; Fase sebelum penyerangan, Fase Penyerangan, dan
Fase setelah penyerangan.
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<
M T Pre-Attack Phase

J This phase is focused on gathering as much information as possible about the target to be attacked

. The pre-attack phase can be categorized into two types:
® Passive reconnaissance @ Active reconnaissance

Any information that has . : .
. . Physical and logical location
potential to result in a . o
of the organization

possible exploitation

Critical employee % I ii Analog connections
information Ib

Sumber: © Copyright by EC-Council

information -EII'.'IDI.‘I'I.' u?her @ @ Any contact information
organizations 4]

% Fase ini berfokus pada pengumpulan informasi target sebanyak mungkin untuk
diserang.




>
1=I _ Pre-Attack Phase: Passive
Tel .
Reconnainssance

. Using passive reconnaissance, the tester gathers information about an intended target.

< Information related to the network topology and the types of services running within are mostly gathered here.

Competitive Asset Retrieving

Intelligence Classification Registration
Gathering Information

fb- -If
Offerings

* Menggunakan pengintaian pasif, Penguji mengumpulkan semua informasi tentang
target yang akan diserang.
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[}
1=I _ Pre-Attack Phase: Active
7ol .

Reconnaissance

This phase attempts to profile and map the Internet profile of the organization.

Web profiling Network mapping

System and service identification:

Perimeter mapping @ Through port scans
@ Web profiling
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+» Pada fase ini kita mencoba untuk memetakan internet pada jaringan internet, seperti
web, network, perimeter bahkan sistem dan servis




<
@ [ Gl Attack Phase

- This is the actual phase during which a pen tester tries to exploit vulnerabilities identified during the
previous phase.
. This phase can be completed after a pen tester does the following:

Execute, Implant,
Retract

Penetrate Perimeter

L
Escalate Privileges
Acquire Target /@

+» Pada Fase ini adalah Fase dimana pentester mencoba untuk mengekspoitasi
kerentanan yang sudah terindentifikasi di fase sebelummnya.
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@ | CyberCampLitensecurity | Attack-Phase Activities

Application
Perimeter Web Application . . PP :
: : Wireless Testing Security
Testing Testing
Assessment

Wireless/
Remote Access
Assessment
(RAS) Security
Assessment

Database
Penetration
Testing

Network Security
Assessment

File Integrity
Checking

Telephony
Security
Assessment

Log-Management
Penetration
Testing

Data-Leakage
Penetration
Testing

Social
Engineering

Sumber: © Copyright by EC-Council

+ Pada Fase penyerangan Aktifitas, Pentester menguji semua aktifitas-aktiftas yang ada pada

jaringan internet di organisasi tersebut.




Ny
ned Activity: Perimeter Testing

Evaluating error reporting and error Checking access control lists by forging
management with ICMP probes responses with crafted packets

Measuring the threshold for denial of

service by attempting persistent TCP  Evaluating protocol filtering rules by
" attempting connection using various

connections, evaluating transitory TCP
connections, and attempting . protocols such as 55H, FTP, and Telnet
%

streaming UDP connection \

Evaluating the IDS capability by Examining the perimeter security
passing malicious content (such as / system’s response to web-server scans
malformed URL) and scanning the / using multiple methods such as POST,
target for response to abnormal traffic / DELETE, and COPY

s Pentester mencoba untuk menguji perimeter yang ada di organisasi tersebut.
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4
@ Activity: Web Application Testing - |

Denial of Service
Test for DoS induced due to malformed user input, user lockout and application
lockout due to traffic overload, transaction requests, or excessive requests to the

application

=

Access Control

Check for access to administrative interfaces, sending data to
manipulate form fields, attempt URL query strings, change values on the
client-side script, and attack cookies

Checking for Buffer Overflows
Tests include attacks against stack, heap and format string overflows

Output Sanitization
Tests include parsing special characters and verifying error checking in
the application

Input Validation
Tests include OS command injection, script injection, SQL injection,
LDAP injection, and cross-site scripting
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s Aktifitas berikut adalah Pentester melakukan pengujian pada semua web aplikasi




4
@ Activity: Web Application Testing - Il

Check for security controls on a web server/application
component that might expose the web application to
vulnerabilities

Check for data-related security lapses such as storage of

Daiéah:nc::;ror sensitive data in the cache or throughput of sensitive data
using HTML

For applications using secure protocols and encryption,
Coniontwny check for lapses in key exchange mechanism, adequate

Check
key length, and weak algorithms
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s Aktifitas berikut adalah Pentester melakukan pengujian pada semua web aplikasi
yang meliputi, Security control, Security Lapses, Secure protocol.
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ession Management

B Check time validity of session

tokens, length of tokens,
expiration of session tokens while
transiting from SSL to non-SSL
resources, presence of any session
tokens in the browser history or
cache, and randomness of session
IDs

Check for use of user data in
generating IDs

Activity:

Web Application Testing - llI

Configuration Verification

Attempt manipulation of resources
using HTTP methods such as DELETE
and PUT

Check for version content availability
and any visible restricted source
code in public domains

Attempt to recover directory and file
listing

Test for known vulnerabilities and
accessibility of administrative
interfaces on server and server
components

s Setelah melakukan pengujian | dan Il pentester akan melanjutkan pengujian lii yaiutu
Session Management dan Configuration Verification




>
@iy Activity: Wireless Testing

@ Check if the access point’s default Service Set Identifier (SSID) is easily available. Test for “broadcast SSID”

and access to the LAN through this. Tests can include brute forcing the SSID character string using tools such
o as Kismet.

Check for vulnerabilities in accessing the WLAN through the wireless router, access point, or @ -
gateway. This can include verifying if the default Wired Equivalent Privacy (WEP) encryption key r J@

can be captured and decrypted.

E Audit for broadcast beacon of any access point, and check all protocols available there. Check if layer 2
switched networks are being used instead of hubs, for access-point connectivity.

Subject authentication to playback of previous authentications to check for privilege escalation and
unauthorized access.
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] E Verify that access is granted only to client machines with registered MAC addresses.

% Pada aktivitas ini, pengujian terhadap koneksi wireless,, apakah ada celah atau tidak
pada konfigurasi wireless tersebut.




M Cyber Computer Security
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Exploitation of vulnerable
applications can have a
devastating impact on today’s
information based
organizations.

Activity: Application Security Assessment

Application Security
Assessment is designed to
identify and assess threats to
the organization through
custom, proprietary
applications or systems.

»,

2

This test checks the
application so that a
malicious user cannot access,
modify, or destroy data or
services in the system.

s Aktivitas ini, pentester akan mencoba mengeksploitasi aplikasi keamanan




Activity: Network Security

Assessment

It scans the network environment for identifying vulnerabilities and helps to improve

the enterprise’s security policy.

It uncovers network security faults that can lead to data or equipment being damaged
or destroyed by Trojans, denial-of-Service attacks, and other intrusions.

It ensures that the security implementation actually provides the protection that the
enterprise requires when any attack takes place on a network, generally by
“exploiting” a vulnerability of the system.

It is performed by a team attempting to break into the network or servers.

B

5% .

s Aktivitas berikut ini adalah pengujian terhadap keamanan jaringan.

Sumber: © Copyright by EC-Council




Activity: Wireless/Remote Access

>
dly
Assessment

J  Wireless/Remote Access Assessment addresses the security risks associated with an increasingly
mobile workforce.

J It involves testing following wireless/remote access networks:

802 11a, b, Virtual Prnivate Radio Communication
Network (VPN) ._ __ Channels

Bluetooth Wireless Radio
Transmissions
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s Aktifitas berikut ini adalah pengujian terhadap Wireless atau Remote Akses pada
jaringan internet, seperti VPN, Wirelesss Radio Transmissions bahkan bluetooth




